Satter, Raphael | 
From: Rinat Friedman 


Sent: 25 January 2019 14:51 

To: Satter, Raphael 

Ce: Shalev Hulio; Federman, Josef; Zamir Dahbash 
Subject: Re: Hello from Raphael at AP 

Hi Raphael, 


Here's NSO response: 


NSO had absolutely nothing to do with this incident - either directly or indirectly. Furthermore, we did not hire Black 
Cube or anyone else to investigate Citizen Lab's activities and we did not ask any person or organization to hire Black 
Cube or any other person or firm to investigate Citizen Lab. Any suggestion to the contrary is factually incorrect and 
nothing more than baseless speculation. 

We are already quite familiar with Citizen Lab’s shoddy “research” and its philosophical opposition to our working 
helping intelligence agencies fight terrorism and crime. 


Rinat 
“wv iPhone-nn nw 
‘ans <RSatter@ap.org> Satter, Raphael 15:36 nywa .2019 19a 25-3 
Thanks! 


From: Rinat Friedman A 


Sent: Friday, January 25, 2019 8:33:23 AM 
To: Satter, Raphael 
Cc: Shalev Hulio; Federman, Josef 
Subject: Re: Hello from Raphael at AP 
Hi Raphael, 
We'll get back to you soon. 
Rinat 
Sw iPhone-nn nw 
mans <RSatter@ap.org> Satter, Raphael ,15:22 maywa 2019 "ri 25-2 
Dear Rinat and Shalev, 
| know Joe has been in touch a little earlier but | wanted to follow up. 
Citizen Lab has been targeted by a group of undercover operatives, one of whom at 
least appears to be an Israeli. Both attempted to lure Citizen Lab employees to 


meetings with the apparent hope of secretly recording them saying compromising 
things. We'll be publishing something on this shortly. 


What’s particularly interesting is that the two undercover operatives who spoke to 
Citizen Lab employees tried to quiz them in detail about the NSO Group. In fact, the 
NSO Group and its relationship to the Khashoggi slaying appeared to be a major 
focus of the undercover operatives’ work. 


In light of questions the operatives asked, and the timing of the operations, | 
wanted to ask whether you had anything to do with this operation. 


In particular: 


1. Did NSO (and its related companies) commission, either directly or indirectly 
(i.e. via a law firm, a DC lobbying group, a consultancy or any other 
intermediary) an investigation or opposition research with regard to Citizen 
Lab? 

2. Did NSO (and its related companies) have anything to do, directly or 
indirectly, with the undercover operations at the Peninsula Hotel (NYC) on 
January 24 or the Shangri-La Hotel (Toronto) on December 18? 

3. Has NSO (and its related companies) ever had any business dealings with 
Black Cube, either directly or indirectly? Has NSO ever had business dealings 
with any other such private investigations firm? 


Given the effort and expense the undercover operatives appear to have gone 
through to gather intelligence about Citizen Lab’s work on NSO, | think you can 
understand why we’d need some on-the-record answers to the questions above. 


Raphael 


Raphael Satter 

The Associated Press 
http://www.ap.or 
http://raphaelsatter.com 


The information contained in this communication is intended for the use of the 
designated recipients named above. If the reader of this communication is not the 
intended recipient, you are hereby notified that you have received this 
communication in error, and that any review, dissemination, distribution or copying 
of this communication is strictly prohibited. If you have received this 
communication in error, please notify The Associated Press immediately by 
telephone at +1-212-621-1500 and delete this email. Thank you. 


The information contained in this communication is intended for the use of the designated 
recipients named above. If the reader of this communication is not the intended recipient, you are 
hereby notified that you have received this communication in error, and that any review, 
dissemination, distribution or copying of this communication is strictly prohibited. If you have 
received this communication in error, please notify The Associated Press immediately by telephone 
at +1-212-621-1500 and delete this email. Thank you. 


Toledano & Co. 


EBNGED | Erdinast, Ben Nathan, 


Giora Erdinast / Doni Toledano / Uri Noy / Yoav Dankner / Roy Caner / Raanan Kalir / Alon Binyamini / Ran Sprinzak / Miriam Kleinberger-Attar / Moty Yamin 
Dan Sella / Lior Oren / Hadas Bekel / Viva Gayer / Michal Rothschild / Roy Harash / Tomer Weissman / Eran Winner / Shay Dayan / Nadav Olgan / Hagar Guri 
Nitzan Aberbach / Arik Brenneisen / Modi Sherpsky / Nir Friedman / Naama Erlich / Gil Levkovitz / Hai Baruch / Dafna Albeck / Neta Bromberg / Nir Nordan 
Jonathan Achiron / Yaron Cohen / Yael Ben Yayer / Reut Gan / Elad Erlich / Amichai Perry / Roee Weinberger / Chen Neeman / Efrat Rosner / Bat El Elias Zada 
Efrat Cibulski Bar/ Anat Shaked Amitai / Gal Rub / Yoav Tal / Eyal Wiesel / Roi Sasson / Noa Bar / Daniel Henis Noyman / Irina (Iris) Kushel / Dina Fraizinger 
Asaf Skarbnik / Hadas Erenberg / Nadav Dishon / Zohar Levin / Yael Gershon Gobernik / Yuval Naim / Amit Goldman / Chai Ifrah; Eliran Tal / Meira Eder 
Almog Gil-Or / Guy Engel / Ayelette Dubitzky / Inna Gorin Ingram / Nisreen Mansour / Shira Yarom/ Anat Alper / Kay Geller / Dimitry Suponinzky / Tal Hochbaum 
Maayan Sanderovitz / Adi Levitski / Peter Teishev / Natalie Ben Yehuda / Mor Albojm / Rinat Cohen / Shai Luchtenstein / Nofit Magro / Keren Saad 
Maram Hasan / Bar Kram / Neta-li Shapira / Shir Rogers / Tzvika Marx / Rimon Rafaeli / Shirly Kabas / Yael Zeira / Tal Wiener / Shir Ashkenazi 


To 


January 25, 2019 


Michael Hudson 
Investigations Editor 
Via e-mail 


Dear Sr, 


Re: Defamation regarding NSO 


On behalf of my client, NSO Group Technologies Ltd., I herby address you as follows: 


Museum Tower, 4 Berkowitz St.Tel Aviv 6423806, Israel O | 


3345741_2 


My client was addressed today by Mr. Raphael Satter of The Associated Press ("AP"). 
Mr. Satter raised certam claims regardmg an alleged mvolvement of my client m an 
investigation against The Citizen Lab of the University of Toronto ("CL"). 

My Chent wishes to inform you that it has nothng to do with any mvestigation against 
CL, and it is not mvolved, directly or ndiectly, in any such mvestigation. 

If AP publishes anything stating, suggesting or insinuating in any manner that my client is 
involved in any investigation against CL, this may cause grave damage to my client, to 
which AP — and any person involved in the publication — will be held responsible for its 
blatant disregard of the facts. 


In light of the above, my clent demands that you refrain from making any such offensive 
publication. My clhent further mforms you that f you do make any such publication, it 
will have no choice but to take all legal action available to fully protect its rights. 


Nothing in this ktter shall be construed to prejudice any of my client's rights, claims or 


remedies. 


Sincerely, 


ee rinzek 
Rart Sprinzak, Adv. 


_www.ebniaw.co.il _ 


